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2 802X S+

21 Bk

802.1X B BGEEJR T 802.11 ¥, J5# A& IEEE ML R M pisl, 3T 802.1X #pid
(RN T R TC 2R R X P 8 N AAGIE 18] . TEEES02LAN WS X & 3k 31 A4
FRPLEENINE, L PR N3 42 1) 15 %% (1 LANS witch), gt m] LAV ] J3 35k X Hh 1
WA B IR . IXAE ML A 28 LAN N3RS R AL B 22 B
BEE R BN TR A J SR 18 7 4 N (ORI R Je IR S5 ik 7 B0 F P I N AT 45
FECHE . S 2 WLAN FIN A LAN BEATERAG I BRI &, A 0 ZEXT iy L A3
Hil DASZELH P i N, 802.1X wlh& TEEE DN T v 3 T3 I 82 A\ 4% (Port-Based
Network Access Control)ifj 7€ X ] — MRt

2.2 802.1x \iFfk R KRR

802. Ix ARG 1D BBE %, Xt W22 7 o (el 1) HEAT AL bt o iU RE PR
i VOISR o ek A RADIUS GRS VGIESR 5 H F IRS%) 71k, IR R =14
ANV SR TT S INUE T PR AU S 2% -

EAPOL

: RADIUS
")

Client Device Server

K1 802. IXAIERIfA R4

802. 1x A I Tk B3 42 3 g 11 8 H & % 4% (W1 Cisco Catalyst ZZ#e#/LEL Cisco
Aironet RIMHEN L) GAUETT) fZ 3B A GERTT) o INIENHZ AR IE AR 55 &%
(n Cisco Secure ACS) JEun@ (L. TEEE 802. Ix $2HL &0 /' & Hr iR A, kT4
B B A LAN BB E . A 802, 1x MYSEILB T =ANE4r, 1R#F ARG LR
GANIERSS 5 R 5t

IIE -

(1) P a6 hik—> EAPoL-Start 30, TR 802. Ix IMIEFEN;

(2) BNV i K 1% EAP-Request/Tdentity k30, ZERE Pt - 42k L

(3) %% /i [A] B —A EAP-Response/Identity 45 A& IIIE R, HAQFEH 4,

(4) BN %W EAP-Response/Identity $i 3C#f 2% % RADIUS Access—Request R 3CH,
RIELINIEIRSS 7 ;

(5) IIEMRSS #3774 —> Challenge, B H N B & RADIUS Access—Challenge

2



NORIREF S, Hod 4475 EAP-Request/MD5-Challenge;

(6) Bz AW #iEL EAP-Request/MD5-Challenge RIEL % i, BRZ ;i AT IAIE

(7) &3] EAP-Request/MD5-Challenge R 305, 2550 Challenge fif MD5 &
V%:J5 ) Challenged-Pass—word, 7E EAP-Response/MD5—Challenge [A] N 25F2 N\ ¥4

(8) NI Challenge, Challenged Password Al ' 42 — ik 8] RADIUS AR5 %%,
H1 RADTUS it 55 & #EATAIE

(9)RADIUS 45 #5440 5 5., i MD5 50k, JIMTH PR B Gk, A8JE BIRAIE R
D/ RWAR ST RNV IR B, #H0 ESH, DL A MY 55 Jg 1t 4 A #8L
LUP SNSRI v

(10) WnSRIGEI@EE, F i@ ARvE R DHCP B (R LAJZE DHCP Relay) , @id#Hz A%
FIRBORLI T TP Huhk;

(11) G RAAIEERE, BB AT $IT 4615 R4y RADTUS FH P AIEAR 55 4% ;

(12)RADTUS FH FAEAR 55 a1 LTt 2% TF 4R SR 3. P B2 5ERE

EAPolL-Start
EAP-Request1D
EAP-Response/ID

Access-Request/ EAP-Response/ID
ALERL Access-Challenge/
EAP-RequestMD5-Challenge

EAP-RequestMDS5-Challenge
EAP Response/MD5-Challenge
(challenged password)

Access-Request/ EAP-Response/ID
(Challenged Password)
Access-Accept{ Accept/Reject)/
EAP-Success/Failure

EAP-S5uccess/Failure

"""""""""""""""""""""""""""" Lt
o O
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3  802.1x ML

31 REFLE

1. %3 FreeRadius

WA FEEg S \\172. 16. 1. 9\share\Testing department\software

2 %% FreeRADIUS—server—2. 2. 0-x86. rar (MR AHE & linux A freeRadius % K
windows fRAT) , BiEEEM TNH . XHELL FreeRADIUS-server—2. 2. 0-x86. rar A,
fifi = FreeRADIUS-server—2. 2. 0-x86. rar, X{ifi FreeRADIUS-server-2. 2. 0-x86. exe, %%
PP, X EILEIABRAT 22, k.

e Setup — FreeRADIUS (32-bit)

Welcome to the FreeRADIUS
(32-bit) Setup Wizard
Thig will install FreeRADIUS 2.2.0 on your computer,

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

MateAR.eu [ oMext> | [ Cancel

e Setup — FreeRADIUS {(32-bit)

License Agreement li: -
Please read the following important information before continuing.
Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

LEGAL HOTICE ~
This product includes software developed by the freeRADIUS

Project. {<http (freeradius orgi=)

HO WARRANTY |
This product is provided "as is” without warranty of any kind. either
expressed or implied. including. but not limited to. the implied
warranties of merchantahility and fitness for a particular purpose. )
@ I accept the agreement

()1 do not accept the agreement

HE(E) 201 5 - FreeRaRIUS 2,20 —

MateAR.eu [ < Back I_ Next = ] [ Cancel

K 4


file://///172.16.1.9/share/Testing%20department/software下载freeradius

5 Setup — FreeRADIUS (32-bit)

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

FreeRADIUS 2.2.0 (32-bit) o~
This setup application will install FreeRADIUS 2.2.0 for
Windows (32-hit).
Build Options
«  Open35L1.01c
+ ODBC support {unixQDBC 2.3.1)
sl VAT 3 4 20 i
Zopyright (=) 2013 - FreeRARIUS 22,0
MateAR.eu [ < Back ] Mext = J [ Cancel

K 5

! Setup — FreeRADIOS (32-bit)

User Information
Flease enter your information.

User Mame:

Organisation:

-

E(CZ) 2015 - FreeRabIls 2,2.0

MateAR.eu [ < Back ]E Mext > 'J[ Cancel J

K 6




Setup — FreeRADIUS (32-bit)

Select FreeRADIUS Directory
Where should FreeRADIUS files be installed?

Select the folder in which Setup should install FreeRADIUS, then cdlick Mext.

FrecRADILS Phvsical Path:
reeRADILS | [ Browse. .. J

MateAR.eu [ < Back MNext > [ Cancel

5! Setup — FreeRADIDS (32-bit)

Ready to Install
Setup is now ready to begin installing FreeRADIUS (32-bit) on your computer,

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

User information:
Administratar
MateAR.eu

Start Menu folder:
FreeRADIUS Server 2.2.0

Windows Architecture:
x30

FreeRADIUS Details:
Install folder: C:\FreeRADIUS

MateAR . eu [ < Back ]L Install | [ Canicel J




iE Setup — FreeRADIUS (32-hit) E“-__l-

Completing the FreeRADIUS
(32-bit) Setup Wizard

Setup has finished installing FreeRADIUS {32-hit) on your
computer. The application may be launched by selecting the
installed icans.

Click Finish to exit Setup.

K9
2. MR A
St IFUE- A F2F-FreeRADIUS Server 2.2.0-Start RADIUS Server, UWl:
) SRR ’

E Mame} "
@ 2 findows XF 5
Itrafdit

% pae bt d )| [ FrecRADIUS Server 2.2, £ Official FreeRADTUS Website i
: [T ActivePerl 5.16.2 Build 1802 || M1} RADIVS Command Prompt

FAaERF(E) L i ¥izual CH 6.0C SSEEERE AR ) Feadme

S S - m Start EADTUS Serwver £
Beno [O]=mtanw
= — 15 Uninstall

K 10

RIhE, BoRin T ER

authentication address * port 1812
accounting address * port 1813
authentication address 127.6.8.1 port 18120 as server inner—tunnel

Liztening proxy address = port 1814
Ready to process requests.

3.2 BMEE X

1. ZIEZRE, BN C:\FreeRADIUS\etc\raddb B3, & clients. conf:

client server localhost {

ipaddr = 127.0.0. 1 #127.0.0. 1 2RS4 LR B i H b
port = 1812 #0552 BRI DA 3
type = “auth” #IANIEZRA A auth

secret = “testingl23” #ILZ RN



response window = 20 H0e) J3 i 1]

max_outstanding = 65536 #

require message authenticator = yes HRE T AT S ANE

zombie period = 40 #

status check = “status—server” #ARSS PRIRS I T

ping interval = 30 #

check interval = 30 R WS (1] (1] o

num_answers_to_alive = 3 #

num_pings to alive = 3 #

revive interval = 120 i s (] (1] g

status check timeout = 4 HARZS K2 G IS I (]
coa {

irt = 2 HYI6 AL IR

mrt = 16 #ip K AL [A]

mre = 5 #ip R HAL B

mrd = 30 #ER K B A A 2 I (]

}

}
# XHEE client 2R HAL
client 10.1.1.2/8 { #iR 55 A bl /7 RS Sl 255. 0. 0.0

require message authenticator = yes #EZ&HINIEEER

secret = qq # NAS 5 radius [A] (S 250 key
shortname =ruijie # 4, ATPABEME S, XEBEM ruijie 2IRATEINIE
ZARALI AL

}
2. 3\ C:\FreeRADIUS\etc\raddb H3%, FTFF users, EEHEBERH 4. T (WHETLA
FFERIARD , -

gg Cleartext-Password := 'a
Eeply-Message = "Hello, %{User-HName}™

iketestuser EAP-TKEv2-IDType := KEY ID, EAP-IKEv2-Secret i= ,,

bob Digest-HaAl := "12afe0467a33efil8dasScefbbfflZbll"™

FrLL & 45 11 802. 1x NIEMIH % qa, BERSSE: qaq. AHN RS #% ot G B o e -
EV &R

W RAEN A EAREIR T, B testing Cleartext—Password := “testing” NNFEE —1T,
FH I P 44 B A0 34T A IE.

3.1BITIR%E R, BREBEER, EESERUTRER



Module: Checking session €...23 for more modules to load
Module:-: Checking p —proxy L...¥ for more modules to load
Module: Checking post—auth €...3% for more modual to load
Module: Instantiating module ""atty _filter_acceszs_mreject'" from file . _~retc-yraddb
modulessattr Filter
attyr_Ffilter atty»_Ffiltewr_accessz_reject €
attrsfile = .. etcsraddbsattyrs.access_reject"
key = "wilUzser—HMHamel"
relaxed = no
>
reading pairlist file ..~ etcoraddbsattrs.access_reject
> # modules
> # server
iserver inner—tunnel { # from file ._retcsraddbrssites—enabledsinner—tunnel
modules <
Module: Checking authenticate €£...* for more modules to load
Module: Checking auwthoxrize £ > for more modules to load
Module: Checking ion €.. for more modules to load
Module:-: Checking —proy for more modules to load
Module: Checking post—auth €...7% for more modules to load
> # modules
> # server
radiunsed:z: HH#H##E Opening IP addresses and FPorts HiHH
listen <
type = "auth"
ipadd:s
port =

listen <
type = "auth'
ipadds» = 127.68.8._1
port = 18128
B
== adding new socket proxy address = port 1452
Listening on authentication address = port 1812
Listening on accounting address = port 1813
Lizstening on authentication address 127 _A_.A.1 port 18128 as serwver inner—tunnel
Listening on proxy address * port 1814

Ready to process reguests._

3.3 XHANEE

3.3.1 AR BiE L #e bl RG-S2312-P 44

L WIERS &L AiR S pe B, HATEA REMESCGSHNL 1P 777, Bl R aesk
HC pe WEFIAZHAL 1P 7E[F —M BRI A ACHepl 1P Hikk: 10.1.1.1./8

2. FEAAZHML web BCE S C(http://10.1.1.1) , FEE 802. 1x tAilE. ] LAf# H
SKEE (ARSI E D

3. BLEAZHAL 802. 1x TR, VR HHL S VIERS @ EEH, INIEH P & /%0
JNRCE IEH. JEEMET. AIEZ . BRYSAEA T 3. 2 AR



Ruijie

R

Apply

[ 802 TX Siate

_ Disabled

Auth Mode Port Based v
Bl Security
Bl Trusted Host Auth Protocol RADIUS EAP -
Seffings) 802.1X Port Access Control
802 1X User = v
Authentication RADIU From Port To Port o1
Initialize Port(s) QuietPeriod (0-65535) sec  SuppTimeout (1-65535) sec
Severfmeout(tsss3%) B0 s MaRe(10) 2o
S5H z
{5 Acoess Authentication Co | 1XFeriod (1-65535) sec  ReAuthPeriod (1-65535) 3600 sec
MAC-based Access Conhi | ReAuthenfication Disabled i Port Control Auto b Refresh
i i None ] rect
580 Morsioding Capability None \/ Direction [Both ~] [ Apply |
= Quiet Supp- Server- i e | =
Port | AdmDir {Port Controll TxPeriod | parcd | Timeout | Timeout | MaxRea [ReAuth Period|ReAuthenticationf Capability
1 Both Auto 30 60 30 30 2 3600 Disabled Mone
2 Both Auto 30 60 30 30 2 3600 Disabled Mone
3 Both Auto 30 &0 30 30 2 3600 Disabled None
4 Both Auto 30 60 30 30 2 3600 Disabled Mone
5 Both Auto 30 &0 30 30 2 3600 Disabled None
Both_|_Autg a0 60 a0 a0 2 2600 Disahled None
T Both Auto 30 60 30 30 2 3600 Enabled Authenticator
< s 8 Baoih Autg a0 60 an an 2 3600 Enahled Authenticatar § =

Apply

* RG-52312G-P oU Use
-

@ Configuration

802 1X User Password Confirm Password

[ | | | [ |

Note: Password/User Name should be less than 15 characters.

802.1X User Table Total Entries: 1
User Name Password

Authentication RADIU
Initialize Paori(s)

| Reauthenticate Port(s
S5L Settings
@ ssH
8 Access Authentication Co
[ MAC-based Access Centl

8 acL

F-j Monitoring

K13

1



Ruijre

Apply

" RG-52312G-P
Y ez
- Configuration

#-f# 12 Features Index
- Gos IP Address
e N Authentic Port (1-65535)
[ Port Security Accounting Port (1-65535)
i Timeout (1-255) secs
Retransmit (1-255) times
Key (Max32 characters) I:l
contm Key —

Apply

[ Access Authentication Ca
[ MAC-based Access Conti
-l ACL
- Monitoring

RADIUS Server List

Index IP Address Auth-Port

Accl-Port
1813

Timeout

Retransmit

Delete

Kl 14
4. WIEARSS 28 EEBEAE S bR 0T LRI 11, DR 28 7 i 4 B 7 20 2R A R 1 it 1 BRI
| Port | AdmDir |Port Control] TxPeriod | S\l | SuP- | SeNEr | yiaipeq  |Remuth Period|ReAuthentication|  Capability
1 Both Auto 30 60 30 30 2 3600 Enabled Authenticator
2 Both Auto 30 60 30 30 2 3600 Enabled Authenticator
3 Both Auto 30 60 30 30 2 3600 “Enabled Authenficator
4 Both Auto 30 60 30 30 2 3600 Enabled None
5 Both Auto 30 60 30 30 2 3600 Disabled Nope,
] Both Auto 30 60 30 30 2 3600 Disabled MNone
7 Both Auto 30 60 30 30 2 3600 Disabled None
8 Bath Auto 30 &0 30 30 2 3600 Disabled MNone
9 Both Auto 30 60 30 30 2 3600 Disabled None
10 Both Auto 30 60 30 30 2 3600 Disabled None
Kl 15
A WIEMRSS A AL )8 EAP & B IR 55 o5 5 UIEAT L2 7] (R a0k, P DA SEAE
FAE B hub SRITHCB 25 A E 2 ) 8 L

3.3.2 UL R ER} 2560 A2 EALAH] CGErdsim)

PC 81 SecureCRT #4% console 1 HETWE 24 1 NIGIE

Dot1x (802.1x) configuration method for switches.

Command Purpose

configure term EN 4R i B A

inal , ,
Enter global configuration mode




aaa new-mode
|

Ja H AAA.

Enable AAA.

aaa authentica
tion dot1x def
ault group radi
us

B —/ME |EEE 802.1x AE 71513

Create a list of default IEEE 802.1x authentication methods

dot1x system-
auth-control

Ja ] IEEE 802.1x NiE 4 Rt &

Enable global configuration for IEEE 802.1x certification

aaa authorizati
on network{de
fault} group ra
dius

(FT3%&) 7 H VLAN 73 Besk i i 75 22 B T

This configuration is required when enabling the VLAN allocati

on feature

radius-server
host ip-address

auth-port 718
12

(FIi) 8¢ radius TAIEAR 55 43 i)
RN udp NIESHG & 1812, ¥ 0~65536.

Optionally specify the address of the radius authentication ser
ver,

The default udp authentication port is 1812, with a range of 0~

L




65536.

radius-server
key string

(FIe )4i E A L5 DAIE A 5% 2% 38 WU 75 1) 2
Optionally, specify the key required for the switch to communi

cate with the authentication server

Interface interf
ace-id

BT S H 802.1x TAIE ) 3 H

Enter the port where 802.1x authentication is required

switchport mo
de access

(AT3%) BB o U7 A2 (R step6. 7 EECE T radius iR
%88

(optional) set the access mode of the port (if step6, 7 has conf

igured the radius server)

authentication
port-control a
uto

or

dot1x port-con
trol auto

Jo FH i 1 1IEEE 802.1x AIE

Enable IEEE 802.1x certification for this port

dot1x host-mo
de multi-host

host-mode 41X #E 3w H RN ilid hub B 2 S Hlas E R\ 5% &
. ERINY single-host H L ¥
— B VL2 RE LAl FH 1%

Host-mode is set for problems where multiple machines are conn




ected via the hub under the port. The default single-host is only a

llowed a machine can use this port

dot1x max-rea
uth-req count

(AT3ge) 1 B s 17 3 S YGRS AR 22 57 ) & 7 i 3%
EAP-request/identity Ml 8, Yo 2 1~10, BRAAE 2; &Y
410,

(Optional) set the number of times this port sends eap-request
lidentity frames to the client before restarting the authenticati
on process in a range of 1 to 10, with the default of 2. The rec

ommended number is 10

end

SEYEIEST e

Return privilege mode

show authenti
cation

or

show dot1x

SRR 802.1x BLE.

Verify your 802.1x configuration.

copy running-
config startup-
config

(RTigt) PRAFHCEL o S WUAE 58 i R VR I C B A1 D0 1 R ORAF AR 1Y)
[0

(Optional) save the configuration.

It is recommended that you save your configuration after you

are completely sure of it.

1:




3.4 802 1Ax KI=FANIFECE

1. EAP-MD5 AiE
FTJF C: \FreeRADIUS\etc\raddb\eap. conf
ik eap {
default eap type = mdb
—FERIAN md5)
2. EAP-TLS iAiE

¥ default eap type = md5 BN default eap type = tls
3. PEAP-mschapv2 JAIE
¥ default eap type = md5 BN default eap type = peap

3.5 IEPHIE

2% openvpn 3(#4, 4 openvpn FilfER 4 AMIEF MUK 802, 1x HIWNIUEIES:
client. pem: #f client. key FHIETNE copy &l client. crt A& G
RootCA. pem: ¥ ca. crt B4 N RootCA. pem

server. pem: F server. crt t{4 N server. pem

»-hwm»—

server—key. pem: ¥ server. key t{{44 A server—key. pem
HIVER) 4 NMIEPBHUE FreeRADIUS\etc\raddb\certs |



4 FRIGEE

AL X6 A

4.1 EAP-MD5 AiE

LAN VLA FRIURLET.

o ———

M~y

802.1Xi8E

802.1Xi8%
802.1xi8% ER
WiE: C—
CAIFH: [RootCA pem s
BEEE: [client.pem s
| |
iEhxE @
peat oSty THER st
HTTPSUEHsz#t https.pem Foil

K 16

802.1xi85,

TARE:

[EAPTLS v
e ]
EE——

RootCApem || k&

o000

wE | ks | me |

client pem am [ e

% @
SoiEER
HTTPSIEB {4

| @ |
SER SR
https.pem ol

Kl 17

® o000 0®

g2 || ke || me |
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4.3 PEAP-mschapv2 i\iE

Fanvil

= X6 =

B02.1XigE

802. 1iEst [ PEAP-MSCHAPV2 v | e
AE: ,!1_‘47 _‘ L
wig: - \ 7]
CATSH: RootCApem  laws|| g | (7]
B client. pem | EE” I @
[ === |
i @
b=(= =] SHER Sl
HTTPSIF R https.pem Tk Lomz || ke || s |
K 18
EE:
WAE T2 EAERPANES:, 5T Prossk sk e 150
u client.pem-DOT1X_CLIENT- 2016/9/23 14:21 PEM-DOT1X_CLIENT... 5 KB
D RootCA.pem-DOT1X_CA- 2016/9/23 14:30 PEM-DOT1X CA- 30§

. 1. PEAP-mschapv2 AiE R 52 4% RootCA. pem (RootCA. pem—DOT1X CA-) iX—>
WEFEIA], t1s NEFE[E B _F4{% RootCA. pem—DOT1X CA-AF client. pem~DOT1X CLIENT-iX
2 MIEH,

2. W 802. 1x If, 1ML ip AEFA, TEMBNEFR, TEHLI B EH CRE R
VG, WAl ¥ B N 20140801, (date —s 72014-08-01 16:18”) )



5 GAESEINE

5.1

JIR 55 25 S A

(W een
Ho. Time Source Destination Protocel Lengt Infe
34 2018-05-14 :128.026618 10.1.1.1 10.1.1.2 RADIUS 218 Access-Request(1) (id=2, 1=176)
54 2918-85-14 :32.976911 18111 10.1.1.2 RADIUS 218 Access-Request(1) (id=2, 1=176), Duplicate Request
178 2018-05-14 3:52.785396 10.1.1.1 10.1.1.2 RADIUS 218 Access-Request(1) (id=3, 1=176)
181 2018-85-14 152.882356 10.1.1.2 10.1.1.1 RADIUS 133 Access-Challenge(11) (id=3, 1=91)
182 2018-85-14 11:53:52.979724 10.1.1.1 10.1.1.2 RADIUS 251 Access-Request(1) (id=4, 1-209)
L] 184 2018-85-14 11:53:53.044737 TR ) 10.1.1.1 RADIUS 101 Access-Accept(2) (id=4, 1=59)

<

RADIUS Protocol
Code: Access-Accept (2)

Length: 59

~ Attribute Value Pairs

Bl PLE # user-name (1) : qq FE.

BEmINE

5.2

Packet identifier: @x4 (4)

AVP: 1=11 t=Reply-Message(18): Hello, qq
> AVP: 1-6 t=EAP-Message(79) Last Segment[1]
» AVP: 1=18 t=Message-Authenticator(88): d5f8e9ab8c62ce7887aeh858feabbdc?
> AVP: 1=4 t=User-Name(l): qq

Authenticator: B@c3@53badlbBab7afl8a8ffb6d4dIs

This is a response to a request in frame 182
[Time from request: @.865813808 seconds]

K19

Frame 184: 101 bytes on wire (888 bits), 101 bytes captured (888 bits) on interface 8
> Ethernet II, Src: 12:34:56:78:98:12 (12:34:56:78:90:12), Dst: AlphaMet_ba:ac:81 (5c:33:8e:ba:ac:81)
Internet Protocol Version 4, Src: 18.1.1.2, Dst: 10.1.1.1
> User Datagram Protocol, Src Port: 1812, Dst Port: 8621

He Time

Seurece

Destination

Protocel

Lengt Info

> Frame 128: 60 bytes on wire (48@ bits), 6@ bytes captured (480 bits) on interface 8
Ethernet II, Src: Alphallet_ba:ac:81 (5c:33:8e:ba:ac:81), Dst: Nearest (01:80:c2:00:00:03)

~ B802.1X Authentication
Version: 802.1X-28@81 (1)
Type: EAP Packet (@)
Length: 4

v Extensible Authentication Protocol

Code: Success (3)
Id: 8
Length: 4

2. EAP-TLS JAiE

Kl 20




eap B ) #d |+

Ho. Time Souree Destination Frotocol Length Info

13228 2018-85-14.. Alphaliet_b.. Nearest 68 Request, Identity

13229 2018-85-1. BbnBoltB_{ MNearest 6@ Response, entity

13238 Alphaliet | Nearest 68 Request, TLS EAP (EAP-TLS)

13231 BbnBoltB B.. Nearest 12@ Client Hello

13232 Alphallet_b.. Nearest 1042 Server Hello, Certificate, Server Key Exchange, Certificate Regquest, Server Hello Done

13233 2 BbnBoltB B.. Nearest 68 Response, S EAP (EAP-TLS)

13236 Alphallet_b.. Nearest 1042 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

13237 BbnBoltB_f Nearest 60 Response, TLS EAP (EAP S)

13239 20 Alphallet_b.. Nearest 617 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

13248 2 BbnBoltB_0.. Nearest 1426 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake..
13241 Alphaliet_b.. Nearest 68 Request, TLS EAP (EAP-TLS)

13242 2 BbnBoltB M. MNearest 924 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake..
13243 Alphallet_b.. Nearest 87 Change (i Encrypted Handshake Message

13244 BbnBoltB ¢ Nearest P (EAP-TLS)

66 Response,
56

13246 2018-85-14.. Alphaflet b.. Nearest Succass

> Frame 13228: 6@ bytes on wire (488 bits), 6@ bytes captured (48@ bits) on interface @
5 Ethernet II, Src: AlphaNet ba:ac:81 (5c:33:8e:ba:ac:81), Dst: Nearest (01:80:c2:00:00:03)
> 882.1X Authentication
~ Extensible Authentication Protocol
Code: Request (1)
Td: T
Length: 15
Type: Identity (1)
Tdentity: User name:

K 21
3. PEAP-mschapv2 iAiE

(A e XTI v
Info
Request, Identity

&

Ho. Time Source Destination Fratacel

2993 2018-85-14 977783 EAP

3008 2018-85-14 1 .978464 Response, Identity

3002 2018-85-14 .137e68 lequest, Protected EAP P-PEAP)

3004 2018-085-14 -146463 8 C(lient Hello

3865 2018-85-14 437874 Server Hello, Certificate, Server Key Exchange, Server Hello Done
3006 2018-85-14 .438558 8 Response, Protected EAP (EAP-PEAP)

3807 2818-85-14 . 742164 Server Hello, Certificate, Server Key Exchange, Server Hello Done
3008 2018-05-14 1 . 742818 @ Response, Protected EAP (EAP-PEAP)

3009 2618-05-14 Server Hello, Certificate, Server Key Exchange, Server Helle Done
3011 2018-05-14 1 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
3912 2018-95-14 Change Cipher Spec, Encrypted Handshake Message

3013 2018-085-14 sponse, Protected EAP (EAP- P)

3814 2018-685-14 Application Data

3915 2018-95-14

98 Application Data, Application Data
Application Data

2018-05-14
3819 2818-85-14
3022 2018-9
3026 2018-85-14
3827 2018-085-14
3828 2018-05-14
3829 2018-085-14

plication Data, Application Data

plication Data

Data, Application Data
Data

98 Application Data, Application Data
61 Application Data

98 Application Data, Application Data
6@ Success

8.838514
.1

.137912
3833 2018-85-14 14:88:41.437214

1¢




6  TIREIB R a AR R TT VR

/ch(raddh/clients.cnnf[l?ﬁ]: Failed to look up hostname :=:1: ip_hton:
R E.

:~FreeRADIUS~shin >

FRENFTN H 3 FH clients.conf X4, ¥ NI LT ik

175 # IPvwE Client
176 #olient ::1

177 # secret = testinglz3d
178 # shortnasme = localhost
179 #1

150

2.

port
Failed opening authentication address B:@:A:A:@:A:0:8 port 1812: Unknown error
.. setosraddbsradivusd.conf[312]1: Error binding to port for B:A:60:0:0:8:8:0 port 1

C: \FreeRADIUS \shin>

FRAFTN H 3% F ) radiusd.conf XA, & N JL4T Rk

2lz #listen {

a1z # ipveaddr =
214 # port = 0

215 # type = auth
315 #)

3.

Failed opening accounting address B:0:8:8:8:8:8:8 port 1813: Unknown error
. etesraddbsradiuvsd.conf[338]1: Error bhinding to port for B:0:8:8:8:8:8:8 port 1
813

C:\FreeRADIUS\shin>_

FRAFT N H 3% F ) radiusd.conf XA, & N JLAT Rk

220 #listen {

331 ipveaddr =
23z # port = 0

333 # type = acct
234 #)

2(
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