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1. FDPS /45

1.1. Mk

FDPS (Fanvil Distributed Provisioning Service) Z—ZN0A R EEIE RS, nlLLsL
LA 24 At = 5E . & E R EE S J5 H 3R] FDPS k45 8 K% AutoProvision it B 3K EUE
R, REB/ESRIERGE—AHEHE TR E SR .

1.2. WP

FDPS R4S IS BN AR E R, RAK S5 =20 GHAKS . REFKS LEF
M5 o RSB HRE R I P ARE B P A HARGAEH s J7ik)

L R
MWN/ R UY=L
REHHIKS, 4, REHNEDEE
BRI - A B
RGUMITH WA EER

MK log & HE

MWN/ R UY=L

K5

FIK5 MAC & B

B E

HE

MK log & HE

MWN/ R E¥SY-=¢L

B E

HE

MK log & HE
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2. RGMERTTE

2.1. RGBF

WNGRUMHGE, EESHPAMEW, &8s nTdE A Fops & # 1 & 11 Zh g X
(A 1-1). (ARSI HOTFR—5%, FEERSMRrEgRtlBE D

Bk T T [E) B R P TR R, W N ] User Manual #2240, Sy 5 vl & 2 3 9 i 7
Ft.

User Login
& Marian_fanvil

Distributed Provisioning Service

B Remember Me

Login

& User Manual ~

2.2. fREERK

B MUEER (Agent) K B 9058 B O3 A0 AR B8 B A Rt AT B, B O —
AMREER 7> FOIK P A and s, AR RS R A B S B E AR S AT B A S

2.2.1. PR (Info) BH

W EFTR 2-1 fos, ARE R E R RGHENE T, INFO TUR BRIk SEE, BfER%H
RIS %, Be A8 RIKS A S B A B T .



ranvi

f/ .
.f Al

Summary

(OY

! DEVICE

Account Info
Total User Account
Total Groups Phone
Total Devices Mobile

Address

E-mail

. . . « _ Create Time
Click to save infoemation settings

AN

Information Settings 2

Phone 12345

Mabile 123456 New Password

K21

H P ] DLE SRS T s N NI P S B, A%, B
JaFI7E Account Info KA FERIFHIMNAGEE .

2.2.2. S (Account) EFH

H P it ACCOUNT HENIK P A B, W NI 2-2 fiow.
KB, GFERM. MR, ERMEEEMR.

Fanvi

iDelete \

Delete noe or more sub-accounentry for M

Modify Password

(V)

Marian_fanvil

Marian_fanvil

12345

123456
fuievgfethrijyhjyjwjuywsjuBkde

Click to save new password

2018-04-M 12:10:00

L4
=

Current Password

70, HubERT email. 58T

it 3 P 5 T SE R K

welcome

0

Marian_fanvil

Reset password for sub-account

ac dispatch

UserName Priority Company Phone/Mobile E-mail

M§c Setting Create Date

32436576876/56
5424343443

test0s Customer  fanvil

vil.com
Marian Customer
test9650
test9B49
test9648
K 2-2

L &g

1234@fan

2018-04-26 0
9:29:38

&

2018-04-26 1
7:12:09

2018-04-250
9:54:19

2018-04-250
9:54:13

2018-04-250
9:54:06

Al Add, 25— Add User B15 BAHE, a0k 2-3, H5(E B )5 A Done BIAT s In—A

E-9al YA



Add User

UserName
Password
Confirm
Phone
Mobile
Company
Address

E-mail

Kl 2-3
2. MBRE K P
un & 2-2 JiiR Delete #4c%1, & h BRI K 7 fidh Delete ¥l RG22 Ml Fr b
JNHE. s i OKAY HfiA MRS o
3. BRIk P A
un & 2-2 JiiR Reset M ERHEIK P & A0 A& L0 Dh e, A R BB UK 7 1Y) Reset 4, SLHY
WR E RS SRR HE. BB A BT LRI,

e |
Fanvil £y

Reset Password(test06)

Index  UserName i Password Create Date

2018-04-28 0

test06 Cus] 92938

2018-04-26 1
Marian Customer  fanvil 712:09

2018-04-250

5 i

1e5t9650 Agent anvil 95419
2018-04-250
testa649 Agent fanvil 9:54:13
2018-04-250
9:54:06

testa6ds Agent fanvil

K 2-4
4. ERAEFEK P
Wl 2-2 FioR search user HE, TFEMR ARG AT KB, 7EENIK P 4 k7
BT S ELK A
5. TIKF MAC Mt
AREERS 75 2500 MAC HOMEZS 2 7, R AMTLER % 7 1K) MAC Huhib Xt -2 Pkt o R, % 7
TS TR MAC HEATVEME B, W R FTR 2-5 9 MAC bt/ BO N 11, oy e 2Lk A\ 5]
K 2-6.



- W
Fanvil e

Phone/Mobile E-mail Mac Setting Create Date

32436576876/56 1234@fan 2018-04-28 0

5424343443 vil.com 9:29:38

2018-04-26 1
7:12:09

2018-04-250
95419

test9650

2018-04-25 0
9:54:13

test9649

2018-04-25 0
9:54:06

test9648

K 2-5

= welcome G)
anvl Marian_fanvil

Mac Range Setting 1

Export template

File (Excel) Upload

Mac Create Time

fiffitT45000 2018-04-28 155044

44999 2018-04-28 15:50°44

Kl 2-6
1) MAC hhik4ric
KRG FF R PN R BE MAC SHER) 7K P, R RS mac S SRR
SCHEFEEED, P S EEARR 1 RN TR R B S B AR . AR AR AR AR U
By B MAC ik A%, U FRIR 2 55141 File (Excel) 143 MAC bk SO 9F mieh
Upload EARZITIKF . EAL BTN PIAEA DU 2 MAC 31k 4156 . 58 U HRAE 5 2 J5 71K
FIE P P S AT DU P 2 MAC Hbhib, 333X 2 MAC Hiuhk R B 5 4%
W ARGHBSCHE RIS AR Z 30000 25105, FEMF 5 04h 2 iy, B AR E
TN S RSO, AR 10000 505K, FERE 5 B A .
2)  MAC Huik A1
of T 7 2 IS MAC Sk, ACEE RS AT BELHAE 7K P MAC Huhik 38 47 SR E AT B [0, B 1A
2-6 FionslEe, ARILREMIGR MAC J5, FIK ' JovZxd b MAC W& AT M 21, 0T MHER 2
T AT 27 P ) MAC Mk, ARSI R )5 1T P 148 51 3t 25 M B Ut MAC %645 .

5



2.2.3. #% (Device) BH

AREE R B ] DO B BEATVE A E 2. FH P sy DEVICE #EA B 3R, W&l 2-7 for.

— welcome
anvl Marian_fanvil

. ®Delete one or more device Eiter| An - (s152)

Filter device by group name ~ Modify device group

Mac 1p Group Date Regist \ Edit

15002 2018-04-28 17:51:50 i

15001 2018-04-28 17:50:51 '

15000 2018-04-28 15:49:37
14999 2018-04-27 17:00:31

14985 192.168.3.157 2018-04-27 10:09:32

Kl 2-7
1. Wk
KRG FFIEIL EXCEL A F NG AL R B & P SE 8 2-7 TUH ) Add 1%
HFENFANTM, ] 2-8 A, W& Al DUEFE—DNECAAL, nDR I R i i &
EERRERBI IR A . PRI S DU R I R A& IR
R
1SN & RSB 2.2 1 Mac 4 BLiS SN SO A TR .
2K ZG H SR — IR RIS AN B % 30000 21k, FEO 5 082N, BUWHPAAZESA
s B KIS, AR SN 10000 2515k, #ER 5 B A

Add Device

Default Group None

File (Excel)

K 2-8
2. MiIBRBE&



W REMBR %, sl 2-7 ¥ Delete F4H BN RTMIRR B %

3. AWK

FEARIE] 2-7 rpa RAE A A\ e MAC BI W] Bl B BRI HTE R . RGP i dhdd
AR I ThRE, HIP AT BLE N B SR A B Filter SRIEFIE R R —Hi %
4. HEBIRAREE

e 2-7 P i, PR BLEIE Bdit A1 I FSHDR SR e @ I 4. iy Bdit 42415
RGN B 2-9 Ak FE S, F P AT AR R R — N Al Done SR T8 R A AL BE P
BB S5 Bl I FDPS Ji 55 4% SR ECHT (0 4 10 B A

Edit Device

Kl 2-9
5. wAHEIAA
DEVICE Tl f N A S — IR 2 6 350 & B 1) SRR AR #cH], W& 2-10 ok
BRI ER % 50 W& CRIUTA&RE) JE—4d, HP RFREEDFRZERN
M4, 1EHEE—NH 7 Link, add to group #2¢4H, B ATV N5 4% 340 .

D 42 aaaaba056093 2018-05-08 13:46:43
D 43 aaaaba056094 2018-05-08 13:46:43
D 44 33aaba056095 2018-05-08 13:46:43
D 45 aaaaba056096 2018-05-08 13:46:43
aaaabal -00- -
46 ba056097 2018-05-08 13:46:43
aaaabalof -00- X
47 ba056098 2018-05-08 13:46:43
D 48 aaaaba056099 2018-05-08 13:46:43
aaaaba0b -00-1
49 ba056100 2018-05-08 13:46:43
aaaabal -00- K
50 ba056101 2018-05-08 13:46:42
First  Previous 2 3 4 8 601 MNext Last
: ‘)



2.2.4. 44 (Group) BH

Ayt — D ETHREE M, RGP IR E M B web T IEC EWAHF, 7T DUE A
RELMERE W& A K 2-11 s, MORBREANHZ G, %231 FDPS
FIETERRBOZAHBCE S, AR5 e 17 8% R A B A

Fanvil ) )

Fadd fiveler. @=— Delete one or more group

Entry for listing devices of this group

7 DHCP Enable Enable Update Save Auto Create
[ Index GroupName Option PnP TRO&® Mode Provision Time Devices  Edit

yWoTds X

2018-050 -
i 208 3‘2;2_5___'__.‘
Modify group settings

2018050

208:32:23

X53-47069 Option 66 YES NO Disabled NO

X53-47068 Option 66 NO Disabled NO

2018-05-0

s 70 - - o
X5-47067 Option 66 N Disabled N 208:32-18

B R _ 2018-05-0 =

= 3 (e} o) E
X5-47066 Option 66 NO Disabled NO 2083213
2018-05-0

s 47055 Option & o o E
X5-47065  Option 66 N Disabled N SRR

K 2-11

1. W4
AIM—ANE B 7, F PRl AT Add AL HE NS I A, Wil 2-12 R, N4 JE A
i W N J7 Done St LLENZE —AN T, I ol AR 40 75 oR Aic B ok 5 1 4% T B 0

Fanvil

Config Setting

Group Name

Auto Provision

Authentication Name

Authentication Password

Configuration File Encryption Key

General Configuration File Encryption Key

Save Auto Provision Information

DHCP Option

Kl 2-12
2. ZwiEdA
B 2-11 H Edit $4LR SEEVAE BT TIRE N D o S Edit #2400 NBC B S, Wik 2-12,
FH P R4 i 75 SR G B G 51 &% P B U Ui DU T 77 Done w58 % 7B EUZHL E .



Fanvil e ®

INFO ;1/ ACCOUNT 7e)% DEVICE
AJ =

Config Setting

Group Name X5-47069

Auto Provision

Authentication Name

Authentication Password

Configuration File Encryption Key

General Configuration File Encryption Key

Save Auto Provision Information

DHCP Option

K 2-13
3. kA
R —ANEE AN, S Delete $EH i nT LAMIBRAL T .
4. HilH
K 2-11 1, H P RTLLE B search group FNHE, 7EbH NHEBEN 48 2 8 7 5t ol DA & 2
AHIGII A . P AT DAAR 4t 4H 42 B33 I 1) R AT I 3
5 HMXEEEE
Kl 2-11 ', Group F1fi Devices ZIINHAH R BB HE N %M, fidiH— 4 Devices 1%
B, DU Bk 2] DEVICE T I i sy, R B/RiX—HEss.

2.2.5. HE (Log) HHE

ARG PERRIRAFIC R ORAE, FIHE log FHEEG A, TR #RIE. WK 2-14. RS
SCFFBGL 10000 2% log LKA T4, A 50 log EH,  MHIBRANE = 4.

| welcome Q)
anvi M e

INFO OP 1 ACCOUNT 7o)y DEVICE — GROUP
10000 logs “Delete oncfll mare logs w—
Dawnload el

SDelete | EDeleteal @™=Deglete all logs

A

[ * Index Operator Remote Address Action Create Date
ords

Marian_fanvil 192.168.3.157 login 2018-05-09 14:36:19

Marian_fanvil 192.168.3.157 logout 2018-05-09 12:20°18

Marian_fanvil 192.168.3.157 login 2018-05-09 12:08:01

Marian_fanvil 192.168.3.157 logout 2018-05-09 11:17:56

Marian_fanvil 192.168.3.157 login 2018-05-09 11:11:08




K 2-14

2.3. B

#Z7 (Customer) M & ciARER I QIR KT )™, 248 B SO BR ISR K™ )=
SEAREER K R B 2 P K R e s iR . Z PP BB R TIK . BRI A
e B A QAR K 7 7 L) MAC 045

23.1. KPEE (Info) BH

W EPFTR 2-15 Fon, BPERRGHEANE . INFO I EREIK S HEE, BER%EH

RIS % Bo 43 RIS A E B E B T .
ran\"l Marian U

Summary Account Info
Total User Account Marian
Total Groups Phone
Total Devices
Address
E-mail

Create Time 2018-04-26 17:12:09
Click to save new password

Click to save information settings

Information Settings < Modify Password [

Phane Current Password

Mobile New Password

K 2-15
AP L EFEA BSOS NIKFAER, BN, AT, bR email E5083)
JG "I 1E Account Info KA BRI NG R

2.3.2. %% (Device) EH
FH P i DEVICE #E N4 F13R, 1l 2-16 Fia. lid kg S N7 XA R MAC #H477E

WHE B RA M 2] DEVICE FIZR ¥ # 74 REM FDPS R GESRENEL & S 1. (B2 K A &L
MAC bk 45 A CER B UK 70 BC K MAC HiLdIE <)

10



Fanvil R O

= o
D i DEVICE

entry for valid mac address list

[ * Index Model Mac Ip Group Date Regist

ting keywords /

1 318 458331 2018-04-28 11:36:58

318 fiffit458332 2018-04-28 11:36:58

i318 fifffi458333 2018-04-28 11:36:58

i31S 458334 2018-04-28 11:36:58

318 Mm458335 2018-04-28 11°36:58

K 2-16
1. BEARKS
m.ili [l 2-16 1 Available Devices F] LA & AR K 7 45 &% Mac, RIACHE R 73 BE T R A mac MUk
A2 mac HihE B T WK 2-17 Fos.
FH ] ALE I DT T A 25 BT A A 2000 mac bk, [FIRHSR AL B e, P T DLk $E R
B E R mac 3 AT I& I Register $7ARE PRI 1R %« v MR JE T AYE DEVICE
LT 2 WM mac 4% -

F I welcome (D
anvi

Available Devices

4g=Register device to manage it

PRegister

Mac Create Time

00d84a00647a 2018-05-08 11:07:13

44999 2018-04-28 15:50:44

45000 2018-04-28 15:50°44

450001 2018-04-28 15:45°07

K 2-17
2. Wk
KRG FFIEIS EXCEL A% 5N 1 2% gk 1M ik i A B 2 4% o FH P s o (] 2-16 TUTHT ) Add 4%
BN ST, W0 2-18 firvs o IS0 A I o] DA — BRI, wlRE b A I ) e %
EHERRERBI IR A . PRI S DU R I R AR &SR
1SN S IR 2.2 H Mac 43 Ac i S A A
2K 240 H iSO — IR RIS N5 % 30000 sk 5%, FERF 5 B2 N, BIWHAAESA

11



s mit K setE, v RAERIR SN 10000 25ids%, FERF 5 B A A

Edit Device

hdoajdorfadmin123

fifffi450002

Al 2-19
3. wAHEIAA
DEVICE Tl f% NI A P — IR 2 6 3£ B 1) PRaER AR HHL, W& 2-20 PR
BRI ERZ 50 W& CRIUTA&RE) BE—4d, HP RFREEDFZERN
4%, EHF—ANH A Link, add to group #2641, B AT 4L & s 4 )40 .

(] 42 aaaaba056093 2018-05-08 13:46:43
O 43 aaaaba056094 2018-05-08 13:46:43
O 44 a3aaba056095 2018-05-08 13:46:43
45 aaaaba056096 2018-05-08 13:4643
O
O 46 aaaaba056097 2018-05-08 13:46:43
(=] 47 aaaaba056098 2018-05-08 13:46.43
=} 48 aaaaba056099 2018-05-08 13:46:43
] 48 aaaaba056100 2018-05-08 13:46:43
O 50 aaaaba056101 2018-05-08 13:46:43
First  Previous 2 3 4 5 601 Next Last

o -

K’ 2-20
2.3.3. 44 (Group) HH
Mt —NH SR E S, ARG R E I % web DU ATEC B UM ], w7 DA A
ARG FEAER B A AT, W 2-21 fioR. SR 5, W% 2514 FDPS

RIEHSR RO A R B SO, 25 00 B SLALRC 5

12



Fanvil ) e

Hoelete 4mm=——Delete one or more group
Modify group settings
\

DHCP Enable Enable Update save Auto Create
GroupName Option PnP TRO69 Mode Provision Time Devicesy Edit
2018-05-0 = ‘

X5-2910 Option 66 NO Disabled NO i ’

List devices of this group i

2018-05-0
209:57:45

X5-2909 Option 66 B Disabled NO

- = . 2018-05-0
5 s 0
X5-2908 Option 66 0 Disabled NO 2 09'57-40
2018-05-0
X5-2807 Option 66 3 0 Disabled NO
5 ption 66 isable 209:57:36
2018-05-0

5-29 O (o] (o]
X5-2906 Option 66 NO Disabled NO 2095731

K 2-21
1. Whd
Whn— 2K, AR BAsS Add 2 dE NS, aill 2-22 7R . F P RRYE 7K
P B e I % B A, BENZEAL S R DU R 77 Done st AT LB — AN T .

Fanvil s )

Config Setting

Group Name

Auto Provision

Authentication Name

Authentication Password

Configuration File Encryption Key
General Configuration File Encryption Key

Save Auto Provision Information

DHCP Option

K 2-22
2. ZwmiEdA
P 2-21 H Edit $4LE SEEUAE B EHTIRE N D o S5 Edit #2400 NGB i, Wik 2-23,
FH P R4 i 75 SR G B b0 51 & B S AU DU 77 Done B 58 % 7B EUHL E -

13



Fanvil = .

Config Setting

Group Name

Auto Provision

Authentication Name

Authentication Password

Configuration File Encryption Key

General Configuration File Encryption Key

Save Auto Provision Information

DHCP Option

A 2-23
3. kA
R —ANEE AN, S Delete $EH i nT LAMIBRAL T .
4. HilH
K 2-21 1, H P RTLLE B search group FIAHE, 7ELEH NHEBEN A8 2 7 5 ol DA & 2
AHIGII A . P AT DAAR 4t 4H 42 B33 I 1) R AT I 3
5 HMXEEEE
Kl 2-21 1, Group FIfi Devices ZIINAHAH R BB R N %M, fidiHE— 4 Devices 1%
B, DU Bk 2] DEVICE T I i sy, R B/RiX—HEss.

234. HE (Log) BH
Z 8 M PR SR R DT PAE K -, AT LE log S & A AN T

AR . R G CHF i 10000 2% log sk A R4, RIS HF log i, MHBRANE =5 #
E.

14



F-- I welcome d)
anVI 4 Marian

7/@)y| DEVICE

INFO
0000 logs Delete one or

LDownload EDelete Eocletenll @m=—TDg|ete all logs

[ * Index Operator Remote Address Action Create Date

Marian 192 168.3.157 login 2018-05-09 15:05:32

192.168.3.157 logout 2018-05-09 12:02:31

Marian 192.168.3.157 login 2018-05-09 11:18:02

Marian 192.168.3.157 logout 2018-05-08 11:51:34

Marian 192.168.3.157 login 2018-05-08 11:37:56

K 2-24

15



3. #%%&5 FDPS (RPS) REBXHIE

3.1. get_ap url F3

H ek, W2 A FDPS g5 4% K14 http 1K 3KEL URL B84%, W R E&VEN B RS &=,
JIk 55 #3181 52 hitp AL FF 45T 21T IR 55 451 B 411 phone flash url. #¢#15 33X 4> URL #t Al
LAEAT HENTH R T -

o Timg Soures Deskinurion Protosal Length Infe
1461 2018-05-28.. 192.168.3.27 192.168.3.24 HTTP 833 HTTP/1.1 208 OK (text/xst)
e 1552 2018-85-28.. 192.168.3.27 192.168.3.172 HTTP [?E ff? J¥dps. php?mac-ac 363elbeBBdkac t-get_ap_uri HTTP/1.1
- 1554 2018-85-28_. 192.168.3.172 192.168.3.27 HTTP. 488 HTTP/1.1 208 OK (text/html)
3655 2018-85-28.. 192.168.3.24 192.168.3.27 HTTP 426 GET fkey==nonce?now=1527501880672 HTTP/1.1
3661 2018-95-28.. 192.168.3.27 192.168.3.24 HTTP 207 HTTP/1.1 200 OK (text/html
3664 2018-85-26_. 192.168.3.24 192.168.3.27 HTTP 698 POST / HTTP/1.1 (application/x-www-form-urlencoded)
3699 2018-85-28.. 192.168.3.27 192.168.3.24 HTTP 61 HTTP/1.1 208 OK (text/html)
3783 2018-85-26.. 192.168.3.24 192.168.3.27 HTTP 422 GET fstyle.css HTTP/1.1
3704 2018-85-28_ 192.168.3.24 192.168.3.27 HTTP 45 GET fcomm. js HTTRP/1.1
3785 2018-85-28.. 192.168.3.24 192.168.3.27 HTTP 488 GET /xmlUtil.js HTTP/1.1
3712 2018-85-28_. 192.168.3.24 192.168.3.27 HTTP 411 GET fctml(:iel.,?til,js HTTP/1.1
3729 2018-85-28_. 192.168.3.27 192.168.3.24 HTTP 1138 HTTP/1.1 2088 OK (text/davascriot)
<
Set-Cookie: PHPSESSID 1 3 path=/\ri\n

Expires: Thu, 19 Nov 1981 88:52:80 GMT\r\n
Cache-Contrel: no-cache\rin
Pragma: no-cache\rin
Content-Length: 52\rin
Content-Type: text/html; charset=UTF-B\rin
\rin
[HTTP response 1/1]
[Time since request: 8.828483888 seconds]
Request in frame: 1552
File Data: 52 bytes
¥ Line-based text data: text/html

3.2. get ap config I3

W%, B&2 R FDPS R4S %8 K% http 15 RARIUECE SCF, QR & v i 31 AR 45 4%,
MR 5542 B2 hitp B35 A YA RS AR EALEE S . WAERXAEERE BN
#| auto provision Ht A AT BB AL T -

1456 2818-85-@9

3648 2018-05-09 §5:47:57.699790 192.168.3.169 119.28.67.228 HTTP 197 GET /fdps.php?mac=00d8420064f08act=get_ap_cfg HTTP/1.1
3651 2018-05-09 §5:47:57.720019 119.28.67.228 192.168.3.169 HTTP 457 HTTP/1.1 208 OK (text/html)
3688 2018-85-09

:00.191880 59.37.6.19 192.168.3.169 HTTP/XML 992 HTTP/1.1 208 OK
3730 2018-05-29 05: 00.195877 192.168.3.169 59.37.6.19 HTTP 318 POST /zh-CN/Acs/Index HTTP/1.1
3732 2018-05-09 05: .210441 59.37.6.19 192.168.3.169 HTTP 308 HTTP/1.1 200 OK
3743 2018-85-09 05:48:00.294345 192.168.3.169 59.37.6.19 HTTP/XML 320 POST /zh-CN/Acs/Index HTTP/1.1

3728 2018-85-09 05:

16




4,

EREHR
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XFF—A MAC HihE, REER FevrF— 274 T — K DEVICE #1I13&, AT —1A
EHXERE.

TR RS M R MAC Ml TEIVE A iC4E T K5 .

AR A BB 2L [F) — & MAC Mk B — 7K .

A EAERIRIK T DEVICE 5113 Hik &% b FOPS Ik 55 &), IRST48 2RI B K
EMETAR EE R, Wtk n et B B R
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